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HUGE LA Lakers &
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Married....
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on the way.




The Internet

Born — January 1983 —

National Science Foundation
1993 — First Full Text
Search Engine - Lycos
9/2006, 1.08 billion people
use the internet

Web vs. Internet

Internet - connection of
wired and wireless networks

The World Wide Web -
connection of documents,
linked by hyperlinks

How it works —
Video




Is Web Security Important?
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&~ THE MAKING OF A NEW AIRLINE

AIRTRAN INTRODUCES NEW SERVICES, BEGINS
STRATEGY TO REDEFINE AFFORDABLE ATR TRAVEL

ATLANTA Sepf. 24 1997 - Valulet Adtlines today changed its
name to AiTran Aitlines and along with its merger partner
AiTran Adrarays introduced a new business strate gy designed
to appeal to a broader travel audience. The aitline said that its
ohjective is to make air travel more attractive to business
travelers and even more convendent for leisure travelers.

[[For Reservations Call 1-500 AIRTRAN]]

AirTran Adtlines President and Chief Executive Officer D.

Toseph Corr unveiled the aithine's new changes, introducing a

tiewr business clags service, featuring two-by-two seating,

displayed its new corporate lvery, and anmounced a number of

other product and service enhancements including pre- For Reservations
assigned seating and nationwide distribution of its seats 800.AIRTRAN
through travel agents. Cotr dlso outlined a code-sharing

agreement with its merger partner, Orlando-based AirTran In the Atlanta arca.

Airerays. 770.994.8258

In the Orlando area.
"Orver the past year we've renewed our focus on the basics of 407.247.8726
out husiness with safety, reliability and operational excellence
as our goal" said Cotr, who joined the cartier in Novetmber
1996, He previously served ag president and chief executive
officer of Continental Aittines and as president of Trans World
Aitlines, "AuTran's mission is to tun air travel customers can
actually afford into air travel customers actually like. It's that
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Yes, It’s Important
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& 50 WE KILLED A FEW PEOPLE, BIG DEAL

AIRTRAN INTRODUCES NEW SERVICES, BEGINS STRATEGY TO KILL ALL
AMERICANSI@#

[+

ATLANTA, Sepr. 24, 1997 - Valulet Airlines today changed its name to AirTran Airlines and along
with its merger partner AirTran Airways introduced a new business strategy designed to bring
dismemberment to a broader travel audience. The airline said that its objective is to make air travel
more attractive to business travelers and even more convenient for suicidal maniacs.

It seems Valulet is attempting to pull an unethical "fast one" over on the public, while bailing out to
a larger conglomoration. "Let's call ourselves AirTran then maybe someone will be dumb enough to
get on board one of our flying death machines.

"Owver the past year we've renewed our focus on the basics of our business with safety, reliability and

operational excellence as our goal," lied Corr, who joined the carrier in November 1996. He For an untimely death
previously served as an inmate in San Quientin and as prisoner number 670364 800.AIRTRAN
"AirTran's mission is to kill air travel customers who can actually afford to die. It's that simple. That's <

a significant change from our previous strategy, which was to offer the lowest-priced air In the Atlanta area.
transportation possible, without seatbelts or pilots," added Corr, who will be the chief executive of 770.994.8258

the merged airline and holding company. i thie OFlavidc araa

407.247.8726
MORE »

Copyright 1997 BoW Sucks. All Rights Reserved.
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Basic Security Settings

Windows Updates
= Internet Explorer Vulnerabilities
n Firefox

Virus/Spam/Spy ware Protection

m http://www.microsoft.com/security/malwarerem
ove/default.mspx

m http://www.microsoft.com/athome/security/spyware/soft
ware/default.mspx

= McAfee, Norton, Zone Alarm
Firewall

m Security Suites

Passwords




Icrosoft Updates

Set it and forget it

» Windows Security Center

¥ Security Center
Help protect your PC

0) Resources 2

= Get the latest security and wirus
infarmation from Microsoft

Check For the latest updates from
Windows Update

Get suppart For security-related
issues

Get help about Security Center

Change the way Security Center
alerts me

Ut your pr

Security essentials
Security Center helps you manage your Windows security settings, To help protect your computer, make sure the three security essentials are marked On, IF
the settings are not ON, Follow the recormmendations. To return ko the Security Center later, open Control Panel.

ohe compiter?
& Firewall © ON | v
4 Automatic Updates O ON ¥
Q Virus Protection © ON |

Manage security settings for:

-
9 Internet Options ﬂ Automatic Updates e Windows Firewall




Firewall

The First Step

Robert Tappan Morris &
the Morris Worm

Helps screen hackers and
worms

Cannot protect against
viruses that spread through
e-mail, such as Trojan
horses

Software & Hardware

All Security Suites have
firewall capabilities




Spyware

Spyware - software that
advertises, collects personal
Information, or changes the
configuration of your
computer, generally without
appropriately obtaining your
consent.

Good or Bad?

= Good — Netzero
(discount for internet)

» Bad — Unknowingly
changes your settings

Security Suites




Are you being watched?

Popup advertisements
Settings have changed
» Homepage

» Favorites

Browser contains
additional programs

Sluggish Computer

d®




Backup

Hard disk — Partition Cto D

Zip drive or other removable
media

A shared network drive.
You're limited only by the
amount of free space on the
network.

An external hard disk drive.
These drives are no longer
as expensive as they once
were and work well as an
external backup device.




Physical Security

Laptop Security
Basic Security Settings
Passwords
Encryption
Hotels
Cell Phones / PDA’s
Backup info to your computer

Thumbdrives
Trash — Shred it!!




Wireless Connectivity

“A World Without Wires” Wireless Local Area Network ~ /Vired Workstations
) i Architecture 9 0
Uses a radio signal to

communicate

Advantages — RSN
= Cost Effective ”‘“‘iiifﬁ”‘”‘_ H “1155}2"‘”‘?;‘

= Easy to use el sl
= No Wires

= Popular & Mainstream |

= Weak Security

-
Basic Service Basic Service

Sel (BSS)1 Sel (B55) 2

Extended Service Set (ESS)



Wireless Security

Proactive & Knowledge

You must understand the technology before
you implement it

Steps to securing your wireless
Enable WEP, WPA, WPA2
Change the Router’s Default Password
Enable MAC Address Filtering
Change the SSID
Disable the SSID




Wireless — Is 1t Secure?

NO!
Encryption Keys can be cracked, SSID’s can be
found, and MAC Addresses can be spoofed.
Air snort & Netstumbler — SSID
WEP Crack — WEP & MAC
However, if you secure your wireless network, the

cracker will generally leave you alone and move onto
the next unsecured network

Businesses, Financial Institutions, ect are more
susceptible to hacking than home users — More to
lose.



Internet Controls For Children

Keep Internet-connected computers in an open area
and out of your kids' bedrooms.

Investigate Internet-filtering tools as a complement—
not a replacement—for parental supervision.

Insist on access to your kids' e-mail and instant
messaging accounts

Keystroke loggers

Teach your kids to never give out personal
Information

MySpace — Child Predators



|dentity Theft

Phishing
Fastest growing cybercrime
Rely on Ignorance

Financial Institutions &
Multi-Factor Authentication

Spot a fake -
http://www.sonicwall.com/p
hishing/

Trojan Horses

Embedded program to
monitor your activity

Keystroke loggers




Buying Online

mited Account Access(Routing Code:4C840-1001-Q190-T1836) - Message (HTi
: File Edit ‘Wiew Insert Formab  Tools  Acktions  Help
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From: PayPal [office@paypal.com] Sent:  Fri 1/27/2006 7:56 AM

Ta:

ot

Subject:  Motification of Limited Account Access{Routing Code:4C840-L001-0190-T1836)
=R °
Information Regarding Your account: EREEcE: Ve ACeENmRE i

Dear PayPal Member!
Make sure you never provide your

Attention! Your PayPal account has been violated! password to fraudulent websites,
Someone with ip address 193.42.87.164 tried to access To safely and securely access the
your personal account! PayPal website or your account, open a
new web browser (e.g. Internet
Please click the link below and enter your account Explorer or Netscape) and type in the
information to confirm that you are not currently away. You PayPal login page (http:/fpaypal.com,)
have 3 days to confirm account information or your account to be sure you are on the real PayPal
will be locked, site.

PayPal will never ask you to enter your

Click here to activate your sccount . :
passward in an email.

You can also confirm your email address by logging into your For more information on protecting
PayPal account at } ) o yourself from fraud, please review our
http:/fpnaypal.com/. Click on the "Confirm email” link in the Security Tips at

Activate Account box and then enter this confirmation number: | https:/fwww.paypal.com/fus/securitytins
1036-8535-4511-9500-3892

Protect Your Password
Thank you for using PayPall
The PayPal Team You should never give your PayPal
password to anyone.

Please do not reply to this e-mail. Mail sent to this address
cannct be answered. For assistance, log in to your PayPal
account and choose the "Help" link in the footer of any page.

PayPal Email ID PPOS9

E3




Buying Online, cont...

You have successfully added a new email address - Message (HTML)

: Fle Edit Wew Insert Format Tools  Actions Help

Eaﬂeply|QReplyto.ﬁ.l_l|aForﬂard|(ﬂ EERN=E| T|ﬁ|ﬁ‘ X | e - ?‘fl[@J

aukorr

PayPal [accounts@eBay. com]

Sent:  Fri 2/10/2006 9:20 AM

PayPal Zecutity Information!

We are contacting ywou to remind you that: on 9
FERRUARY 2006 our Account Review Team identified
sorme unusual activity in your account, one ar more
attermnpts to log in to your PayPal account from a foreign
IP address. In accordance with PayPal's User Agreement
and to ensure that wyour account has not been
compromised, access to your account was limited. Your
account access will remain limited until this issue has
heen resolved, To secure wour account and guickly
restore full access, we may require some additional
infarmation from you,

To securely confirm your PayPal information please go
directly to hiftps:/fwww . paypal.comf log in to your PayPal
account and perform the steps necessary to restore

Protect Your Account Info

Mlake sure ywou nevet provide ywour
password to fravdulent wehsites.

To safely and securely access the PayPal
wehsite or your account, open a new weh
browser (e.g Internet Explorer or Netscape)
and type i the PayFal TRL
Chttps:fhwarer paypal comsf to be sure
wou are on the real PayPal site.

FPayFal will never ask you to enter ywour
password i an email.

For more information on protecting yourself
from frand, please review our Security Tips

your account access as SDDr|http:,|',|’221.143.22.144,|'~project,l'tcpsupport,l’?cmd=_login—runLaal_cnm.-’us.-‘securitytips

link bellow:

To continue your verification procedure

cl

ick
here

Thank you for using PayPall The PayPal Team

Pleaze do not reply to this e-mail Mai here.

T AT L H T TR L A4

Protect Your Password

You should never give your PayPal
passwaord to anyone, including PayPal
emplovees.

This process is mandatory, and if not
completed within the nearest time your
account or credit card may he subject for
termporary suspension.

WWe encourage you to log in and perorm

the steps necessary to restore vour
account access
as soon  as  paossible. Allowing  your

account access to remain limited for an
extended period

nf tirma rmaw racult in fiirthar limmitatinne an




Tips for Buying Online

Make sure the site Is secure
SSL (HTTP )
Closed Lock &
Know your merchant
Document, Document, Document
Use your credit card

Unauthorized charges are limited to $50 under
Federal Law

Pricerunner, Bizrate, Pricegrabber, Cnet,
Ebay, ect. — all rate their sellers



Bill Pay

Advantages
n Easy
= No stamps
= Quick

» Fees

= No payment coupon —
delays?

= Trust your bank

What | Think...

= Too much confidential
Information on a
personal check

5




Technology of the Future

Moore’s Law —

Gordon Moore — Co-Founder, Chief Research
Scientist, & Ex-Chairman of Intel

The processing power and speed of any electronic
calculating device would double every 18 months,
while at the same time the price for that technology
would decline by about 50% a year, relative to the
power.

May continue for the next 50 years

By 2030, every child will carry a device the size of a
palm containing the sum total of all human
Intelligence

Is there a point where we must focus less on power

and potential of technology and more on using the
technology that we have?



Questions???




